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Qualys SSL漏洞扫描报告证书问题描述

适用场景适用场景

• ONTAP 9

• Qualys安全扫描

问题描述问题描述

Qualys扫描报告：扫描报告：

• SSL证书将实体(人员、组织、主机等)与公有 密钥相关联。在SSL连接中、客户端使用服务器的证书对远程服务器进
行身份验证、并在证书中提取公有 密钥以建立安全连接。

• 证书的基本约束部分可以指定它是否为证书颁发机构(CA)证书。

• 此外、证书X509v3扩展部分中的KeyUsage字段(如果存在)可能会限制证书的使用。

• 通常、服务器公有 密钥不应用于证书或CRL签名、客户端或CA证书不应用作服务器证书。

修复说明修复说明

'NetApp provides no representations or warranties regarding the accuracy or reliability or serviceability of any information or
recommendations provided in this publication or with respect to any results that may be obtained by the use of the information or
observance of any recommendations provided herein. The information in this document is distributed AS IS and the use of this
information or the implementation of any recommendations or techniques herein is a customers responsibility and depends on the
customers ability to evaluate and integrate them into the customers operational environment. This document and the information
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• 请安装使用正确的服务器证书
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