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启用NFS mount-rootonly会有什么影响？

适用场景适用场景

• ONTAP 9
• NFS

问题解答问题解答

启用NFS mount-rootonly意味着NFS服务器将仅允许客户端挂载顶级(root)导出。换言之、NFS挂载仅接受定义为文件系
统"根"的导出。这样可以防止客户端直接挂载已导出文件系统的子目录。

在NFS服务器上启用"mount-rootonly"选项会将传入的挂载请求限制为仅来自有权限的端口(通常小于1024)的挂载请求、从
而有效地防止非根进程或恶意应用程序尝试挂载NFS共享、从而通过限制挂载请求的潜在源来增强安全性。

除非将客户端配置为源端口1025或更高版本以进行挂载调用、否则不会产生任何影响；在这种情况下、客户端将无法挂
载。

'NetApp provides no representations or warranties regarding the accuracy or reliability or serviceability of any information or
recommendations provided in this publication or with respect to any results that may be obtained by the use of the information or
observance of any recommendations provided herein. The information in this document is distributed AS IS and the use of this
information or the implementation of any recommendations or techniques herein is a customers responsibility and depends on the
customers ability to evaluate and integrate them into the customers operational environment. This document and the information
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