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什么是 IPSec?

适用场景适用场景

• ONTAP 9.8及更高版本
• SMB
• NFS
• iSCSI

问题解答问题解答

• 在ONTAP 9.8中推出的Internet协议安全性(IPsec)可通过IP网络在两个端点之间提供数据身份验证、完整性和通过线
缆加密。

• 您可以将ONTAP集群和Storage Virtual Machine (SVM)配置为在通过缆线传输数据时使用IPsec。

◦ NFS、CIFS/SMB和iSCSI等ONTAP功能可以利用此功能在加密状态下传输传输传输中的数据。

'NetApp provides no representations or warranties regarding the accuracy or reliability or serviceability of any information or
recommendations provided in this publication or with respect to any results that may be obtained by the use of the information or
observance of any recommendations provided herein. The information in this document is distributed AS IS and the use of this
information or the implementation of any recommendations or techniques herein is a customers responsibility and depends on the
customers ability to evaluate and integrate them into the customers operational environment. This document and the information
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追加信息追加信息

• 知识库文章如何启用IPsec。

• NetApp 文档

◦ 安全性IPsec命令

◦ 配置IP Sec over钢丝加密

© 2023 NetApp.No part of this document covered by copyright may be reproduced in any form or by any means—graphic, electronic, or
mechanical, including photocopying, recording, taping, or storage in an electronic retrieval system—without prior written permission of the
copyright owner. For more information, see Legal Notices. 2

https://kb-cn-stage.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/How_to_enable_IPsec
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-cmpr-980/TOC__security__ipsec__policy.html
https://docs.netapp.com/us-en/ontap/networking/configure_ip_security_@ipsec@_over_wire_encryption.html
https://www.netapp.com/us/legal/copyright.aspx
https://www.netapp.com/us/legal/index.aspx

	什么是 IPSec?
	适用场景
	问题解答
	追加信息


