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'NetApp provides no representations or warranties regarding the accuracy or reliability or serviceability of any information or
recommendations provided in this publication or with respect to any results that may be obtained by the use of the information or
observance of any recommendations provided herein. The information in this document is distributed AS IS and the use of this
information or the implementation of any recommendations or techniques herein is a customers responsibility and depends on the
customers ability to evaluate and integrate them into the customers operational environment. This document and the information
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Registered ServicePrincipalNames for CN=SVM1l,CN=Computers, DC=domain,DC=local
HOST/svml.domain.local
4. doR O PIABAER B LA s Kerberos®YRCA X # » M A CIFS SVM#Y 2k T Kerberos#i#{z B JAAESn % o

HOST/SVM1

3.

> 1@;
» Kerberos & —# 4714z & ~ R ZNetApp ¥ A iz ft

o fof iR B C.3E 5 CIFS £ 7F 69 B 49 35 1 AL
Kerberos Microsoft Kerberos % 15 % i # it

% %% | CIBS/SMB ~ A 4 42 % DNS#| %/CCNAME K & & 4 SPN ~ | & 5 %6 vk 4 K I

o

Kerberos : M % & 3 iE L

o

© 2023 NetApp.No part of this document covered by copyright may be reproduced in any form or by any means—graphic, electronic, or

mechanical, including photocopying, recording, taping, or storage in an electronic retrieval system—without prior written permission of the

copyright owner. For more information, see Legal Notices.


https://kb-cn-stage.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/How_to_set_an_SPN
https://docs.netapp.com/us-en/ontap-cli-9121//vserver-cifs-security-modify.html
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/maximum-tolerance-for-computer-clock-synchronization
https://learn.microsoft.com/en-us/windows-server/security/kerberos/preventing-kerberos-change-password-that-uses-rc4-secret-keys
https://docs.netapp.com/us-en/ontap/smb-admin/enable-disable-aes-encryption-kerberos-task.html
https://kb-cn-stage.netapp.com/on-prem/ontap/OHW/OHW-KBs/How_Authentication_Mechanism_of_established_CIFS_session_can_be_identified
https://kb-cn-stage.netapp.com/on-prem/ontap/da/NAS/NAS-KBs/CIFS_SMB_is_not_accessible_because_authentication_fails_when_the_DNS_alias_CNAME_is_not_configured_as_an_SPN
https://docs.microsoft.com/en-us/windows-server/security/kerberos/kerberos-authentication-overview
http://web.mit.edu/kerberos/
https://www.netapp.com/us/legal/copyright.aspx
https://www.netapp.com/us/legal/index.aspx

	CIFS Kerberos 的 ONTAP 要求
	适用场景
	问题解答
	追加信息


